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Expanding the Attack Surface:
Cyber Risk and Fraud in a Digitized Distribution

Business

Frank Smith




Ten years ago, the attack surface was
- basically the four walls of IT.

Today, it is the business.
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1. The New Attack
Surface

Digitization rewired
distribution risk
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2. Third-Party
Automation &
Integrations

“Set it and forget it” can
become standing risk

@
-

IFDA 2 0.2 6
solutions
conference



3. Remote Access,
Mobile & the
Extended

Workforce

The warehouse, cab and
home office are all
connected
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4. Vendor &
Partner
Connectivity

Your trust boundary
extends beyond your
company
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5. Data-Driven
Processes & the
Fraud Angle

Cyber risk and internal
fraud increasingly share the
same controls
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6. What It Actually
Costs the

Business

A cyber incident does not
stop atIT
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7. Reduce
Exposure Without
Slowing the

Business

Put controls where
consequence justifies
friction
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What is one risk you had not fully
considered —
and one thing you will do differently?
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